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Hong Kong’s Financial
Cybersecurity Solutions
at a Crossroads
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The recent incident involving US tech firm
CrowdStrike sent shockwaves through the
global financial community. While many
parts of the world floundered with their
airports, hospitals, and banks suddenly
unable to operate, computers across
Mainland China and the organisations
relying on them worked perfectly. This
CrowdStrike incident brought to the
forefront a crucial question: Why doesn'’t
Hong Kong, a global financial powerhouse,
utilise more Mainland Chinese and home-
grown cybersecurity systems?
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Falcon Sensor software took down 8.5 million
Microsoft Windows systems, many of which
disrupted critical operations within the aviation,
healthcare and banking sectors. The CrowdStrike
outage impacted some of the largest and best-
known international banks that operate in Hong
Kong. For the banking sector, such outages can
have catastrophic consequences, potentially
disrupting trading activities, payment systems
and customer services. The costs of this single
outage are projected to be in the billions of US
dollars.

The CrowdStrike incident should be a wake-up
call. Hong Kong’s financial institutions, like their
global counterparts, have increasingly relied

on complex cybersecurity solutions provided

by international tech firms. These solutions
supposedly offer cutting-edge protection against
evolving cyber threats, but they also create an
opaque dependency on external providers. The
CrowdStrike incident highlights the potential risks
associated with this dependency, particularly
when it comes to critical infrastructure and
sensitive financial data. And this is before the
geopolitical risks of using US cybersecurity
technology in Hong Kong, Macao and Mainland
China are considered. On one side is the potential
of “backdoors” (@ means of bypassing an
organisation’s existing security systems), or the
chance that a US vendor might suddenly stop

h_ supporting their technology. A number of overseas

cybersecurity firms have already taken this step.

n the wake of what may be the most expensive N2 RINTEE, ATRER A SE AR BB R —Ro4E

| tech outage in history, Hong Kong finds itself at — t—1&, EENEL LT 2RISR AR,
a critical juncture in its cybersecurity strategy, REEAUFTE RN AETEFT2BHE,
prompting Hong Kong’s Digital Policy Office to EHSIKEMAREEN T, EMENESR, 5B
call for a comprehensive plan to address potential IRITERZE, UEERERAP O AR RER E,

worldwide computer system shutdowns. The answer
to this question could have far-reaching implications &I CrowdStrike S fEE M4, [(EFIREERMBE GG

for Hong Kong’s banking and finance sector, as well B RS A R IE%.,2024 7 B19H, CrowdStrike
as its position as an international financial hub. B Falcon Sensor R EHhE BREIRE, EH8508E
MEBIRE RAWEE, BEL T M= EEMIRITEARR 03
The recent CrowdStrike outage serves as a stark B BRMERETHZEEBEENRANRNEZ
reminder of the vulnerabilities inherent in relying MBI IRTT. ERME ] ABITRBREHEEER, A
heavily on foreign technology providers. On 19 July ARETFREEEEE. EMASKNELRE. EXE—K
2024, a serious bug in an update to CrowdStrike’s ERREGEHER U ERETT.
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Hong Kong'’s financial institutions, like their

global counterparts, have increasingly
relied on complex cybersecurity solutions

provided by international tech firms. ¢

The need for true multi-layered cybersecurity

In the wake of the CrowdStrike incident, Hong Kong’s Digital
Policy Office’s call for a plan to tackle global computer system
shutdowns is not just timely, but also essential. As a global
financial centre, Hong Kong cannot afford to be caught off
guard by system-wide failures, especially the failure incidents
caused by problems stemming from a single overseas
technology vendor. The CrowdStrike incident underscores

the need for a more diversified approach to cybersecurity;
one that, at a minimum, incorporates a mix of international,
regional and local solutions. Most organisations in Hong

Kong - even if they currently take a multi-layered approach

to cybersecurity - install systems from several vendors which
are still based on underlying overseas technology, which can
be prone to the same vulnerabilities, bugs, and potentially,
backdoors.

By not relying solely on a single technology provider, or
geopolitical bloc, for cybersecurity solutions, Hong Kong’s
financial institutions can mitigate the risks associated with
provider-specific outages, vulnerabilities and backdoors. Such
a multi-faceted approach, incorporating various technologies
and providers, can create a far more robust defence against
cybersecurity threats and system failures. At the same time, it
would also significantly reduce the geopolitical risks posed by
governments. It should be remembered that one of the largest
ransomware attacks in history, the WannaCry ransomware
attack in May 2017, was propagated using “EternalBlue,” an
exploit developed by the United States National Security
Agency (NSA) for Microsoft Windows systems.

Indeed, as far back as December 2013, Brad Smith, Microsoft’s
EVP of Legal and Corporate Affairs, labelled the American
Government as an “advanced persistent threat.” This is a
term used in cybersecurity to describe a team of intruders
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that establishes an illicit and persistent presence on a
network in order to steal highly sensitive confidential
data. As cybersecurity crimes become more prevalent

and sophisticated, it becomes increasingly important

that Hong Kong’s financial institutions, and indeed all
institutions, raise the level of focus on understanding

and mitigating these risks. For example, multi-layered
cybersecurity which relies on vendors which in turn all rely
on one operating system, or one technology platform, or
come from one geopolitical bloc, is not truly multi-layered.

The idea behind multi-layered cybersecurity is to reduce
dependency and to remove a single point of failure.

But if hidden in each layer is the same bug, the same
vulnerability, or the same backdoor, then the risk of

being successfully attacked has not been reduced at

all. Instead, there will likely be a sense of false security
permeating each organisation, which will render it

even more vulnerable to becoming the next victim of a
cyberattack. As global tensions rise, having access to
diverse cybersecurity options could provide strategic
advantages. Not just technological alignment, but cultural
and linguistic alignment, is needed, which means that
Mainland Chinese and home-grown cybersecurity solutions
may be better tailored to the specific needs and nuances
of the Chinese-speaking world.
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Local cybersecurity platforms could also mean
reduced costs and improved support

There are other clear advantages to leveraging local
cybersecurity platforms. Costs, for example, can be
significantly reduced. Overseas cybersecurity vendors are
demonstrably charging a lot more for their various services,
despite obvious quality control issues impacting their clients
worldwide. It is not a problem unique to CrowdStrike; the list
of cybersecurity vendors (including Fortinet, Cisco, Juniper,
Netgear and Barracuda) that have been infiltrated by hackers
and criminals to exploit critical vulnerabilities in their
platforms is alarming. Yet organisations are projected to pay
USD58 billion for cybersecurity from these vendors, while
Cybercrime Magazine estimates that by 2025, cybercrime will
cost the world USD10.5 trillion annually. In financial terms
this could be considered a poor return on investment. Using
local cybersecurity vendors, on the other hand, could provide
long-term savings which could be realised through reduced
dependency on expensive international solutions.

In addition to improving security and reducing costs, moving
to local cybersecurity platforms also allows for vastly
improved local support. There is a Chinese saying which

66
By fostering

local innovation,
collaborating with
regional partners and
investing in talent
development, the city
is taking proactive
steps to enhance its

cybersecurity posture. ¢

ISSUE 139 - 2024

PR R 2 F AP BN RRE
ERFMNBRE ST 885 HiRBEN T

B2, IR AR KM R AR o /B MRS T 2 i
FER B0 % AR5 U B R AR = Y AN U (A FE 7,
AMABRENEERHIME, RELIRE
B iEM@MIE CrowdStrike BH, RZ 448
L2 HFER (BFE Fortinet, Cisco. Juniper.
Netgear & Barracuda) ¥ E#EE R FILE
B, AR TS ERAREEE, BRSA
B AR, et S BN E LA 1580
BEETINENBE R 2R, MiECybercrime
Magazine f5t, B 2025 &, B L RS E
TS LIKIBL 105,000 BET - RYEHEHA
EE, B ENKRERLRRARIL RER, 5—
A, BAAMNAERSEERARH
BEMAENGHE, RIEMS HE KA,

BT IRFA R 2 EMFERAAS, SR AHA A
BReTABAERBENSMSIER BER
o, BAKRBERIEAN EEEEAHARNE
EEBPOAR, A UEF 24 /) FE R RE R
AEPRMESZE I, R MERER T #
NREEBBEENEBRL2FENMERER,




SRR (TETIRD,

w
1
i

is very apt: “Water which is far away, cannot save you from
fire which is nearby.” World-class security operations centre
solutions are already operating in Hong Kong that offer
immediate support to clients around the clock, 365 days a year.
Furthermore, local vendors are better positioned to understand
and address Hong Kong’s unique cybersecurity needs and
regulatory requirements. Hackers, scammers and criminals

are now localising and customising cyberattacks to maximise
their impact and effectiveness. In terms of protection, a local
cybersecurity vendor is far more likely to be aware of the
nuances of the local environment and marketplace, and as a
result be able to offer effective solutions.

It is also not just a choice between global versus local
cybersecurity vendors and services. Both can (and should)

be measured against respected international standards.

For example, a Managed Cybersecurity Service Provider
running a Security Operations Centre 24/7/365, should be
properly certified against Quality Management (ISO 9001),

IT Management (1ISO 20000), IT Security Management (ISO
27001) and Risk Management (ISO 31000), and audited
standards, overseen by a primary consultant such as SGS
Switzerland or TUV Germany. The Payment Card Industry Data
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Security Standard is also critical if an organisation needs
to comply with Visa, MasterCard and American Express.
With such certifications, as well as increasingly recognised
certifications from Mainland China itself, local banks and
financial institutions can enjoy the best of both worlds.
Leveraging world class cybersecurity technology developed
in Hong Kong, which have achieved global patents and won
over 170 industry, media and governmental awards across
the world, Network Box is currently protecting more than
2,500 organisations.

The future of cybersecurity is already here

The recent CrowdStrike incident serves as a catalyst

for Hong Kong to reassess its cybersecurity strategy.

If organisations in Hong Kong want to leverage it, the
future of cybersecurity is already here. The potential

shift towards a more diverse cybersecurity strategy,
incorporating local solutions, could have significant
positive implications for Hong Kong’s banking and finance
sector. While the city’s reliance on international solutions
may have served it adequately in the past, the obvious
benefits of incorporating Mainland Chinese and home-
grown cybersecurity systems are now far too significant to
ignore. For Hong Kong’s banking and finance sector, this
shift represents both a challenge and an opportunity. Those
institutions that can successfully navigate this transition,
balancing international standards with local innovation,
stand to gain a significant competitive advantage. They will
be better positioned to withstand global disruptions, tap
into new markets, and contribute to Hong Kong’s continued
success as a world-leading financial hub.

The enhanced security posture, leveraging a multi-faceted
and multi-layered approach that combines international,
Mainland and local Hong Kong solutions, could create a far
more robust defence against hackers, criminals and cyber
threats. The advantages gained by banks that successfully
integrate diverse cybersecurity solutions may provide a
critical competitive edge, in terms of both resilience and
adaptability. Hong Kong can turn a potential vulnerability
into strength, ensuring its place at the forefront of global
finance for many years to come.

Local technological advancement is a fact. Mainland China
and Hong Kong have both made significant strides in
cybersecurity technology, with some solutions rivalling or
surpassing their Western counterparts. Increased use of
local and Mainland Chinese solutions could spur further
development of a specialised cybersecurity workforce
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in Hong Kong. Closer alignment with Mainland China’s
cybersecurity systems by Hong Kong’s banking and finance
sector could ultimately facilitate smoother cross-boundary
financial operations within the Guangdong-Hong Kong-
Macao Greater Bay Area.

As Hong Kong navigates this period of cybersecurity
evolution, it is laying the groundwork for a more resilient
and diverse digital ecosystem. By fostering local innovation,
collaborating with regional partners and investing in talent
development, the city is taking proactive steps to enhance
its cybersecurity posture. For the banking and finance
sector, this evolution represents an opportunity to be at the
forefront of cybersecurity innovation. As the global financial
landscape continues to change, Hong Kong’s approach to
cybersecurity could play a crucial role in maintaining its
status as a leading international financial centre. While
challenges remain, Hong Kong’s efforts to create a more
robust and diverse cybersecurity environment demonstrate
its commitment to adaptation and innovation. In doing so, it
is not just responding to current threats but also preparing
for the financial landscape of the future.
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